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EyeVerify Acquisition and Rebranding 
 
Zoloz Co., Ltd. (北京螞蟻佐羅科技有限公司) was established in November 2017 as the result of a 
combination of biometrics and authentication expertise from Ant Group (fka Ant Financial) 
and EyeVerify, a Kansas City-based biometrics software company that Ant Financial acquired in 
September 2016 after the deal was approved by the Committee on Foreign Investment in the United 
States (CFIUS).  The company is 100% owned by Ant Group and under the leadership of Ant Group’s 
CTO and President of Alipay, Ni Xingjun (倪行军).  
 
The EyeVerify acquisition helped Ant Group to develop independent biometric technology 
capabilities and end its reliance on third-party vendors, like Megvii Technology. Alibaba has been 
working to develop biometric technology capabilities at least since it was established in 2014 
through a full-time biometric research team within Ant known as “Workshop 7.”1  
 
 
Alibaba’s Pursuit of Facial Recognition Technology 
 
The year 2014 was significant for facial recognition technology in China.  It was the year that Alibaba 
invested in nascent AI company, Megvii Technology, known for its Face++ facial recognition system, 
and the year that SenseTime was founded and unveiled its facial recognition algorithm.  Alibaba 
now backs SenseTime as well.  Both Megvii and SenseTime were added to the U.S. Department of 
Commerce’s Entity List in October 2019. 
  
It is evident that Alibaba has been keenly interested in obtaining biometric technology capabilities 
for many years and may have been seeking to leapfrog the R&D process and gain a significant edge 
through the EyeVerify acquisition.  Zoloz’s Chinese competitors include Megvii, SenseTime, Yitu 

 
1 https://www.36kr.com/p/1641961652225; http://bj.people.com.cn/n/2015/0525/c370984-24994370.html  
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Technology, and Huawei.  This means that three of China’s key facial recognition technology 
companies are either backed or wholly-owned by Alibaba and Ant Group. 
 
 
Personal Data Collection 
 
The personal data collected by Zoloz is relatively mature and, according to company disclosures, 
may include the following.2 
 

v Biometric Data: Digital data on physical characteristics, including facial images, 
fingerprints, eyeprints, retina or iris recognition, voiceprints, handprints, tattoos, and other 
data specific to an individual. 

 
v Behavioral Data: Digital data on behavioral characteristics, such as handwriting, typing 

dynamics, gait analysis, speech recognition, familiar locations, oft-used wifi networks, and 
other data specific to an individual. 

 
v Knowledge/Objects Data:  Information known by an individual, or information on items 

owned by, or in, an individual’s possession. 
 
Zoloz has stated that its standard policy is to store biometric data in the country in which it is 
providing services.  The company notes in its privacy policy, however, that exceptions may be made 
if “necessary for data security or services performance reasons.”  The company has also pledged to follow 
all country-specific data privacy laws and regulations, including laws governing cross-border 
transfer of personal data.  
 
The United States has not enacted broad restrictions of cross-border data flows or codified personal 
data protections in the same way that the European Union has via GDPR or China has through strict 
data localization laws.  To our knowledge, this means that the biometric data of American individuals 
processed by Zoloz can be transferred to servers in China, if judged necessary by the company. 
 
 
Alibaba’s R&D Contributions to Chinese Biometric Capabilities 
 
Alibaba’s R&D contributions to Chinese AI and biometric technology have been acknowledged by 
the government. In December 2018, the Hangzhou municipal government released a set of policy 

 
2 https://www.zoloz.com/services-privacy-notice  



 

 
 

 
 
 

1010 WISCONSIN AVENUE, NW    �    SUITE 250    �    WASHINGTON, DC 20007    �    WWW.RWRADVISORY.COM 
 

3 

recommendations (implementation opinions) on accelerating the development of military-civil 
fusion. The opinions addressed eight key industries, including AI, and proposed relying on five 
research institutions, including the Alibaba DAMO Academy, to develop AI operating systems, 
databases, and application software for use in robotics, unmanned aerial vehicles, unmanned 
driving, virtual reality, medical assistance, and intelligent security capabilities.3 
 
The Alibaba DAMO Academy for Discovery, Adventure, Momentum, and Outlook (阿里巴巴“达摩
院”) is the company’s innovative research initiative.  It was established in October 2017 with the 
intention of competing with Bell Labs and Microsoft Research and is composed of research centers 
and laboratories, in partnership with global universities and industry leaders, which engage in high-
tech R&D.4  The Alibaba DAMO Biometric Laboratory develops data collection and recognition 
capabilities across biometric modalities and is heavily staffed with Ant and Zoloz researchers.  Ant 
Vice President Jiang Guofei serves as the head of the lab, and the other three members of the team 
include an engineer working on machine vision systems at Ant Group and an algorithm expert 
responsible for the R&D of Ant’s biometric identity authentication system.5  The general manager of 
Zoloz Asia, Chen Jidong, is a senior data technology expert at the lab. 
 
 
U.S. Banks and Institutions Using Zoloz’s Biometric Tech 
 
Several new biometric authentication products have been rolled out since Zoloz was established, 
but the company’s chief product remains EyePrint ID, which uses the front-facing cameras on 
mobile devices to pattern-match the blood vessels in the whites of the eye with a stored template.6  
 
EyeVerify was an early participant in Wells Fargo’s Startup Accelerator, a program that provides 
fintech start-ups with early stage support and investment.  According to Wells Fargo, however, the 
two companies began working together even before the accelerator launched in 2014, after meeting 
at a trade show.7   Wells Fargo rolled out EyePrint ID for its corporate customers in July 2016, 
authorizing corporate treasurers, CFOs, and other executives to access their Wells Fargo commercial 

 
3 http://hzldzy.com/detail-3961.html; http://www.hangzhou.gov.cn/art/2019/2/26/art_1629596_4522.html  
4 http://www.xinhuanet.com//tech/2017-10/11/c_1121785713.htm; https://www.chinadaily.com.cn/bizchina/tech/2017-
10/12/content_33145000.htm; 
https://baike.baidu.com/reference/22159003/a0e6uuoPsRwrMfDBvH02vwomE2jZaGerxnL18LAha3o4-
lisx_A5OrBl73zt45gaGo4ULclULFC1PhvV8pka3o-xQ8GM9Q0PjjvoAbYzUOlzNlz371W4dwdkZA; 
http://cn.chinadaily.com.cn/a/202006/12/WS5ee321f1a31027ab2a8cfd51.html  
5 https://damo.alibaba.com/labs/biometrics?lang=zh; https://www.linkedin.com/in/hui-zhang-4225bb6/  
6 https://www.americanbanker.com/news/digital-insight-eyeverify-to-offer-eye-vein-based-security-for-mobile-apps  
7 https://blogs.wsj.com/cio/2016/04/26/wells-fargo-to-verify-customers-through-eye-prints/ 
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banking accounts (CEO Mobile) by looking directly at their smartphones.8  The soft launch served 
as an extensive pilot program, during which Wells Fargo’s tech team worked with EyeVerify 
developers to improve versions of the EyePrint ID software’s matching algorithm.  As of now, 
EyePrint ID is only available to CEO Mobile app users.9 
 
In February 2015, NCR’s Digital Insight entered into an agreement with EyeVerify to provide bank 
and credit union customers with a password-free mobile banking service, available on both Android 
and iOS smartphones and tablets, using EyePrint ID.10  NCR Corporation is a major enterprise 
technology provider of software, hardware, and services across sectors including financial, retail, 
hospitality, and telecommunications.  NCR acquired Digital Insight in 2013, which provides online 
and mobile banking software to over 15,000 regional banks and credit unions.  Some of the 
institutions that use EyePrint ID through NCR’s Digital Insight platform are described below.  
 

v The Arizona Federal Credit Union began implementing EyePrint ID in September 2015.11  At 
the time, an estimated 75% of the credit union’s 120,000 members were active online banking 
users and about half, or 55,000 members, were active in mobile banking.12 
 

v Portland-based Rivermark Community Credit Union, which provides banking services to 
over 86,000 members in Oregon and Washington, began offering EyePrint ID login in March 
2016.13 
 

v New Hampshire-based Service Credit Union introduced EyePrint ID in 2015.14   In addition 
to residents of New Hampshire (and select locations in Nebraska, Massachusetts, North 
Dakota, and Germany), the Service Credit Union serves veterans of the U.S. Armed Forces 
(all branches) and current/former employees of the U.S. Department of Defense, totaling over 
315,000 members.15 

 

 
8 https://www.bai.org/banking-strategies/article-detail/private-eyes-indeed-wells-fargo-business-customers-benefit-
from-eyeprint-technology/  
9 https://www.wellsfargo.com/com/ceo/ceo-mobile/biometric-authentication/  
10 https://www.marketscreener.com/quote/stock/NCR-CORPORATION-13699/news/NCR-Selfies-with-a-Purpose-
Digital-Insight-and-EyeVerify-Partner-to-Offer-Protected-Access-to-Mob-19847579/  
11 https://www.digitalcommerce360.com/2015/09/21/arizona-credit-union-looks-biometric-logins-differnetly/  
12 https://www.cutimes.com/2016/04/04/mobile-banking-becomes-a-credit-union-necessity/?slreturn=20200915205330  
13 https://nwcua.org/2016/03/28/technology-spotlight-rivermark-community-cu-launches-eyeprint-id-and-smartwatch-
mobile-banking/ 
14 https://s31168.pcdn.co/wp-content/uploads/2019/07/Annual_Report_2015.pdf?highlight=eyeprint  
15 https://servicecu.org/bank/savings-accounts/military-savings; https://servicecu.org/about-us/overview/our-history/  
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v Kansas-based Community America Credit Union began offering EyePrint ID to its 250,000 
members in August 2015.16 
 

v The First Internet Bank of Indiana began offering EyePrint ID login in September 2015, 
allowing all customers access through the personal banking mobile app.17 

 
v Virginia Credit Union began providing customers statewide with EyePrint ID in the spring 

of 2016.18 
 
Outside of NCR’s Digital Insight, a number of other financial institutions have also implemented 
EyeVerify’s technology. 
 

v Utah-based Mountain America Credit Union (MACU) was the first U.S. financial institution 
to launch EyePrint ID in April 2015, making the technology available to all mobile banking 
members.19  As of January 2016, approximately 4% of MACU’s membership base – about 
20,000 customers – were using EyePrint ID.20 
 

v Kentucky’s $4.2 billion Republic Bank, which also operates banking centers in Florida, 
Indiana, Tennessee, and Ohio, introduced EyePrint ID in January 2016.21 

 
In June 2017, EyeVerify entered a partnership with Daon Inc., an identity assurance software 
company headquartered outside Washington, DC in Reston, Virginia. Under the agreement, 
EyePrint ID will be integrated into Daon’s flagship IdentityX biometric authentication platform, 
which is deployed across industries including healthcare, telecommunications, banking, and 
travel.22  Daon Trusted Identity Services (DTIS) operates the country’s largest civilian biometric 
processing clearinghouse and provides identity management services to major customers including 
two of the five largest financial institutions in the world and the U.S. Registered Traveler Program, 
serving airports and international borders around the world.23 
 

 
16 https://www.communityamerica.com/put-your-financial-institution-to-test  
17 https://www.finextra.com/pressarticle/61074/first-internet-bank-debuts-eyeprint-id-for-mobile-login  
18 https://richmond.com/business/virginia-credit-union-using-new-eye-print-security-option/article_5692455e-3d13-53de-
8c10-4b0915a7f801.html  
19 https://www.secureidnews.com/news-item/credit-union-customers-try-eyeverify-biometric-login/  
20 https://www.cutimes.com/2015/07/07/macu-leverages-biometrics/?slreturn=20200915203532  
21 https://www.businesswire.com/news/home/20160127006204/en/Republic-Bank-Adds-Biometric-Technology-Mobile-
Banking  
22 https://www.daon.com/newsroom/press-releases/478-eyeverify-and-daon-team-up-to-provide-eyeprint-biometrics-
technology-for-financial-se 
23 https://www.daon.com/index.php/press-releases/363-daon-awarded-50-new-airport-contracts  
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Disclaimer 
 
This document is intended for general informational purposes.  RWR disclaims, to the fullest extent 
permitted by applicable law, any and all liability for the accuracy and completeness of the 
information in this document and for any acts or omissions made based on such information.  
 
RWR does not provide legal, regulatory, audit, or tax advice. Readers are responsible for obtaining 
such advice from their own legal counsel or other licensed professionals.  This publication is 
designed to provide accurate and authoritative information in relation to the subject matter covered.  
It is provided with the understanding that the publisher is not engaged in rendering any form of 
professional or other advice or services.  No person should rely on the contents of this publication 
without first obtaining advice from a qualified professional person.  


